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B IBYX C/10Bax

* [lcTopus

* Content Blocking

e JS-mHbEKUMM N noameHa HTML
* Share Extension

* [logBoaHbIE KAMHW
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VIcTopnS

e 2010: Safari 5 n nogaep>xKa pPacLUMPEHNIA

e 2015: 1059 1 content blocker’sl (WWDC)

e 2016: Safari App Extensions (WWDC) ~/

4 Paclwwvpenus gna Safari @Valzevul


https://developer.apple.com/videos/play/wwdc2015/511/
https://developer.apple.com/videos/play/wwdc2016/214/

Content Blocking

* YoasieHne onpeneneHHoOro KOHTeEHTa Ha OCHOBE:

e CSS-Teros

e [[[abnoHOB OOMEHHbIX MEH
« HTML-kona

* [logaeprkka perynspHbIX BblpaXKeH
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"action": {

Ly

"trigger": {

}
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"trigger": {

"url-filter": "evil-tracker\\.js"
|
"action": {

lltypeu + "hlock"

}

"trigger": {
nurl-filter": ".x", CTaHnaptb
"resource-type": ["image", "style-sheet"] WebKit
"unless-domain": ["reputable-content-server.com"]

},

"action": {
"type": "block-cookies"

}
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Content Blocking

* [lpaBnna xpaHatca B JSON:
* “url-filter” (cTpoka, 0bsa3aTesbHO)
e “url-filter-is-case-sensitive”: (boolean, Heobsa3aTesIbHO)
* “resource-type”: (MaccuB CTPOK, HEODBA3ATENIbHO)
* “load-type”: (MaccyB CTPOK, HEODA3ATESIbHO)

» “if-domain”/”unless-domain” (MaccuB CTPOK,
HeobA3aTeIbHO)
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Content Blocking

* Resource-type:
* “iImage’
* "'media’
* "style-sheet”

* “raw” (HanpuMmep,
XMLHttpReqguest)
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"popup’
“font”
‘script”

“‘document” / “svg-
document”



[ lopagoK 0encTBUM

1. Cozpartb NPoeKT ¢ pacLumpeHmnem Content Blocker
2. [obaBuTtb npasuia B blockerList.json
1. "block”, "block-cookies”, “css-display-none”
2. lloopeprkka HECKOJIbKUX CIMICKOB

3. 3arpy3nTtb B App Store
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Cpasy K Kooy

1. https://github.com/valzevul/PornBlockerApp/
- 8500+ nomMeHoB

- nopgepxxka whitelists

- Noarpyska obHOBJIEHHBIX MpaBW C CepBepa

- paboTa C HECKOJIbKMU CMNCKaMU MnpaBiA

2. https://qgist.github.com/valzevul/
097bed4a4td52906081e893tb4/98d06

- KOHBEPTUPYET CNNCOK JOMEHOB 13 hostfile B

blockerList.json

- nopgep»xka whitelists

11 Pacwuperns onst Safari @Valzevul


https://github.com/valzevul/PornBlockerApp/
https://gist.github.com/valzevul/697be44a4fd52906081e893fb4798d06
https://gist.github.com/valzevul/697be44a4fd52906081e893fb4798d06

KaK YCKOPUTb

o/

V1zberanite obobLleHn (“*7, “+7, “?7) B “url-filter”
foo.*bar < foo + bar

OnucbiBanTe CSS-npaBuia paHbLLe YeM “ignore-
previous-rules”
oTaesnbHble CSS

Tpurrepb! JO/MKHbI ObITb MaKCUMasIbHO TOYHbLIMI
resource type + domain filter

[ pynnupynTe npasBinia Co CXOXMU OENCTBUAMM
uTepauuva nNo npasuniam
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[loomeHa JS

e JS-MHBEKUMN 0N NBMEHEHNS
CcTpaHumL

N HITML

COLOEPXKNMOrO BED-

e |[/IameHeHre n oononHeHne CSS/HTML

* [ bKag HacCTpoOMKa
https://developer.apple.com/

ibrary/content/

documentation/Networkingln:

ernetWeb/

Conceptual/SafariAppExtens

on_ PG/

AddingScriptContent.html
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http://www.apple.com
http://www.apple.com
http://www.apple.com
http://www.apple.com

[ loomeHa JS n HTML

» [lobaBuTb kKmtod SFSafariContentScript k NSExtension
B Info.plist

o 119 KeDKOOro CKpUMITa co34aTh C/1I0BAaPb C YKa3aHEM
My TW.

e [0 yMOYaHMIO CKPWMT BCEraa BCTPOEH, eC/M eCTb
COOTBETCTBYIOLLME NpaBa.

e O4yeHb MHOIMo NOOPOOHBIX TYTOPUASIOB
https://www.hackingwithswift.com/read/16/1/setting-up
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https://www.hackingwithswift.com/read/16/1/setting-up

Share

[GitHub]
@IBAction func openPagePressed(_ sender: UIButton) {

let url = NSURL(string: “"wellcutdemo://")
let context = NSExtensionContext()
context.open(url! as URL, completionHandler: nil)
var responder = self as UIResponder?
while (responder != nil) {

if responder?.responds(to: Selector(“"openURL:")) == true {

responder?.perform(Selector(“openURL:"), with: url)

}

responder = responder!.next
}
self.extensionContext!.completeRequest(returningltems: [], completionHandler: nil)
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| lo0BOOHBbIE KAMHW

* [lonb3oBaTesb AOJSPKEH ABHO BKIIHOUUTL PacLUMpPEeHme
B HACTpomKax Safari

* Content-Blocker'bl He paboTatoT ¢ UIWebView n
WKWebView, HO paboTatoT C
SFSatariViewController

e [1n9 obLeHs pacLUPEHUSA N MPUITOXKEHNSA HE
3abbiBanTe Npo App Group

* YyutbiBanite memory limit
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| lo0BOOHBbIE KAMHW

* [lpaBnna obpabaTtbiBaOTCA OO 3arpy3Kn CTpaHuLbl B
COOTBETCTBUI C 0OPA30OM UX NCMOJSIb30BAHNS:

<img src="something.css”"> — “image”

e He 3abbiBanTe BPY4YHYHO OOHOBIATL MOABIEHNE
npaBu1 Yepead SafariServices
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